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• Co-founder of Hacker Court



Overview

Businesses spend money to make money.

Choices for how money is spent:

– Develop proactive Vulnerability Management 

program

– Pay for cost of breach and cleanup
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– Pay for cost of breach and cleanup



Dataloss Statistics
Data reprinted with permission from datalossdb.org. For any questions about this site or the data contained within the 

site, please contact curators@datalossdb.org.
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Vulnerability Management Programs Goals

Demonstrate Compliance

– Meet  the minimum requirements of 

compliance checklists

– The focus is on getting “the clean scan”

Secure Systems
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Secure Systems

– Create a proactive Vulnerability Management 

program



Typical Problems

Lack of Corporate Direction

– No clear-cut policy

– Lack of defined process

– Failure to achieve consensus between 

business, IT and security
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Blind Men & the Elephant
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Typical Problems (cont’d)

Lack of Resources

– Insufficient funding to buy the appropriate 

tools and supporting infrastructure

– Qualified staffing to deploy, manage and 

maintain the tools
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– No organization and process to support the 

program



Typical Problems – Cont’d

Ineffective Scanning
– Only looking for vulnerabilities

– Patch Audits
• False positives

• No patches available for older systems

– Relying on Anti-virus
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– Relying on Anti-virus
• Does not plug the attack vector

• May have vulnerabilities themselves

– Not Using Credentials
• Credentialed scan gets information about hardware 

drivers and configuration



Making it Payoff – Risk Analysis

• Identify Assets
– Critical business servers

– Critical infrastructure devices

– Managed servers
– User / Desktop

– Off-site (VPN, Managed)
– Production servers

– Development servers

– Test systems
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– Test systems

• Classify Data
– Patient Health Information

– Credit Card Data

– Client Financial Data
– Intellectual Property

– Material Non-public

– Business Critical Data



Making it Payoff- Requirements

Create a Vulnerability Program Blueprint

• Business requirements

• Technical requirements

• Product requirements for implementation

• Operational Requirements (who and how to run it)

• Scanning and Reporting Process
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• Scanning and Reporting Process

• Budget (product costs, staff hours)

• Roles and Responsibilities

• Metrics



Making it Payoff: Solution Analysis

• What is already in-house?

• Is it supported on/can scan multiple platforms?

• How well does it scale?

• Do the features align with technical and business 
requirements?

• Costs (both one time and recurring)

• What is the long-term viability of the product?
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• What is the long-term viability of the product?

• What is the update process?

• What is the learning curve?

• What could it break?

• How effective and flexible is the reporting?

• Who else uses it?



Making it Payoff- Solution Analysis

– Third Party 

• Managed Service

• Penetration Testing / Vulnerability 
Assessments / Compliance Audits

– In-house

• Patch Management
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• Patch Management

• Configuration Management

• Incident Response

• Software Development



Making it Payoff- Motivation to Deploy
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Making it Payoff  - Deployment

– Establish a Baseline

– Tune scanning parameters

– Scan scheduling

– Correlate Results

– Analyze Results
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– Analyze Results

– Communicate Results

– Mitigation and Remediation

– Develop Trending Reports

• Status vs risk metrics



Conclusion

Compliance requirements can provide useful checklists to 
ensure you’ve addressed specific security concerns, but 
it is dangerous to base a vulnerability management 
program solely on a checklist. 

A proactive vulnerability management program that 
addresses specific business needs of the organization 
will do far more to provide real value to the organization. 
Planning requires effort, but poor planning results in 
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Planning requires effort, but poor planning results in 
wasted resources.



Comments/Questions

cfennelly@tenablesecurity.com
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