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ÁDan Guido
Á,ÁÓÔ Ϋ ÙÅÁÒÓȡ ȰÓÅÃÕÒÉÔÙ ÒÅÓÅÁÒÃÈÅÒȱ ÉÎ )3)3 ÌÁÂ

ÁCurrently: IR for someone reallybig in NYC

ÁOEP
ÁNovember 2004, Polytechnic CTF competition

ÁLots of experience being a student
Á) ÃÁÎȭÔ ÓÔÒÅÓÓ ÔÈÉÓ ÅÎÏÕÇÈ



ÁInfosecprogram started in early 2000s

ÁNSF grants helped

ÁNSA Center of Excellence

ÁEducation (everyone has it, the CISSP)

ÁResearch (very exclusive, the NOP)

ÁOffers NSTISSI 4011, 4013 certs(govspecific)

Á~10 courses in Infosec



ÁPentestcourse suffered from neglect

ÁNo one was qualified to teach it

ÁMany CS courses were/are too academic

ÁPentestÃÏÕÒÓÅ ÄÏÅÓÎȭÔ ÆÉÔ ÉÎÔÏ ÔÈÉÓ ÍÏÌÄ

ÁTook the course in 2006

ÁAnother student and I restructured the contents 
of the course mid-semester



Ninjas!

I* trained some!



Stephen Ridley

Dino Dai Zovi

Dean De Beer

Erik Cabetas

Mike Zusman

I got these guys to help

Thanks!



ÁVulnerability analysis on SHOUTcastserver
ÁVulnerability analysis on QNAP NAS
ÁImmDBGscript for buffer tracking
ÁBurp import script for MetasploitWMAP
ÁMeterpreterÓÃÒÉÐÔÓȣ
ÁBunch of odays

Á*a lot of this work is being released today

Á) ÃÏÕÌÄÎȭÔ ÂÅ ÈÁÐÐÉÅÒ ×ÉÔÈ ÔÈÅ ÑÕÁÌÉÔÙ ÏÆ ×ÏÒË



Á(Ï× ×ÏÕÌÄ ÙÏÕ ÒÁÔÅ ÔÈÉÓ ÃÏÕÒÓÅ ÁÇÁÉÎÓÔ ÏÔÈÅÒÓ ÙÏÕȭÖÅ 
taken at Poly?
ÁȰ4ÈÅ ÂÅÓÔ ÃÏÕÒÓÅ ÈÁÎÄÓ ÄÏ×Îȱ
ÁȰȣ ÕÓÅÆÕÌ ÉÎ ÒÅÁÌ ÓÉÔÕÁÔÉÏÎÓȣȱ
ÁȰ0ÌÅÁÓÅ ÍÁËÅ Pentest))ȱ
ÁȰ) ÌÅÁÒÎÅÄ ÔÈÅ ÍÏÓÔ ÉÎ ÔÈÉÓ ÃÌÁÓÓȱ
ÁȰ4ÈÅ ÏÎÌÙ ÃÏÕÒÓÅ ÔÈÁÔȭÓ ÇÉÖÅÎ ÍÅ ÍÙ ÖÁÌÕÅ ÆÏÒ ÍÙ ÍÏÎÅÙȱ
ÁȰ)ÔȭÓ ÂÅÅÎ ΧΩ ÓÅÍÅÓÔÅÒÓ ɉÕÎÄÅÒÇÒÁÄ ÁÎÄ ÇÒÁÄɊȟ ÔÈÉÓ ÉÓ ÓÉÍÐÌÙ 
ÔÈÅ "%34Ȣȱ

Á3ÔÕÄÅÎÔÓ ÃÏÕÌÄÎȭÔ ÂÅ ÈÁÐÐÉÅÒ ×ÉÔÈ ÔÈÅ ÑÕÁÌÉÔÙ ÏÆ ÔÈÅ 
class



ÁContinued involvement

Á~5 NYSEC attendees

Á~5 ShmooConattendees

Á~5 working on InfoSecresearch projects

ÁOne student hired into infosecconsulting firm

ÁHuge interest in 2nd run class

ÁThe class bred passionate students



ÁNinja training HOWTO
ÁSensei
ÁDojo
ÁEquipment
ÁTactics
ÁStrategies
ÁWarfare

ÁThe actual class
ÁOrganization
ÁGrading



Sensei


